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AN sharetru

Sharetru is built for government agencies, their contractors, and sub-contractors to share
sensitive data with the most stringent U.S. Government security and compliance requirements,
including HIPAA/HITECH, ITAR/EAR, DFARS, CMMC, and FedRAMP Moderate workloads.

WHY SHARETRU?

Sharetru (formerly FTP Today) launched its proven file transfer and file sharing software on a FedRAMP
authorized infrastructure and platform in November 2018. The solution was originally branded GOVFTP

Cloud. Today, we refer to this solution as our Advanced Security and Compliance Enablement feature set.

Infrastructure & Platform: The VMware private cloud solution runs atop an infrastructure and platform
managed by DataBank at their flagship DFW3 facility (Dallas, Texas). DataBank has undergone a 3PAO
audit and validation process utilizing the latest NIST 800-53 security framework and validated the IaaS,
PaaS, and comprehensive suite of DataBank NIST compliant security offerings. DataBank’s Authorization
to Operate (ATO) includes traditional and enhanced IaaS and PaaS services that it provides Sharetru as a
comprehensive, managed service. They specialize in high-security and high-performance solutions, and
their platform is monitored and managed 24 x 7 x 365 by U.S. persons. Sharetru inherits these strict
security controls at the IaaS and PaaS layers.

Application Software: As a Software-as-a-Service (SaaS) provider, Sharetru layers its applications on
top of the DataBank IaaS+PaaS platform. Approximately 88% of the NIST 800-53 security framework
controls are provided by the DataBank-managed platform and infrastructure. Sharetru provides the
controls necessary for an organization to meet sections C-G of DFARS 252.204-7012 and all the controls
of NIST 800-171. Sharetru employs exclusively U.S. citizens to develop its software as well as to engineer
and manage its systems. As required by NIST 800-171, all file transmission and storage meet FIPS 140-2
cipher strength and enforced encryption requirements.

KEY BENEFITS

Meet Government Compliance and Security Requirements: By choosing Sharetru, you inherit
all security controls and compliance at the infrastructure level (IaaS), at the operating platform level
(PaaS), and at the application level (SaaS).

Rapid Deployment: SaaS model allows you to sign up and start sharing sensitive data with customers,
suppliers, and other business partners the same day.

Cost Effective Solution: We make it easy to budget for growing user and storage costs, and offer
enterprise solutions with unlimited users.

Data Agreements: With the advanced security and compliance feature set, Sharetru will sign a
HIPAA Business Associate Agreement (BAA) or a GDPR Data Processing Agreement (DPA) to make
sure you're meeting the requirements for your organization type.

SECURE SOFTWARE BY DESIGN

The infrastructure, platform, managed services, and applications are our responsibility, providing you
a foundation for your compliance requirements. You can then take advantage of our software to fully
enforce your file sharing security. We make it easy by providing you with administrative tools to:

e Manage Encrypted Protocols: e Require Multi-Factor Authentication per User

FTPeS, FTPS, SFTP &HTTPS e Restrict User Access by Specified
® Restrict Logical Access by Country (Geo-IP) IP Address or Range

Enforce Password Strength & Expiration e Restrict User Access by Protocol

® Allow or Require SSH-Key

o ® Restrict Permissions per User, per Folder:
Authentication (SFTP)

Upload, Download, Delete, List

* Customize Account Lockout Policies e Manage File Retention Controls per Folder

® Allow or Require Single Sign-On

® Manage Activity-Triggered Email Notifications
(e.g., AD, OAuth, SAML 2.0, Custom)
® View & Export Activity Reports

e Suspend or Auto-Suspend Inactive Users
® View & Export Detailed Logs
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TRUST SHARETRU

World's First SFTP Hosting Service (2001)
20+ Years of Hosting Experience

High Availability VMware® Cloud
Dedicated Cisco® Firewalls

Cisco® Firepower® Network IPS
Host-Based Intrusion Detection
Proprietary Hacker IP Blacklisting

Virus & Spyware Protection

Backup and Standby Disaster Recovery
Managed Only by U.S. Citizens

INFRASTRUCTURE COMPLIANCE AND SECURITY

SSAE-18 SOC1, SOC3, SOC3 (Type 2)

1SO 27001 Certified

PCI-DSS Certified

HIPAA / HITECH Ready

EU-US PRIVACY SHIELD Certified

FedRAMP Moderate Authorized IaaS & PaaS
FISMA Authorized

StateRAMP

NIST 800-53 Security Controls

NIST 800-171 (“DFARS") Ready

ITAR / EAR

FIPS 140-2 Validated Cryptographic Module
Staffed Only by U.S. Persons

CMMC

e Find out how Sharetru can help you secure your
FCI/CULI, ask us for our responsibility matrix.

CONTRACT VEHICLES D&B

e GSA-70 e 117077521
NAICS SBA DESIGNATION
® 518210 (primary) * SBASB

* 511210

CAGE CODE

e 8NYB5

0200

CONTACT SHARETRU FOR PRICING

+1.702.850.2910, Extension 1 (Sales)
sales@sharetru.com
www.sharetru.com/pricing



